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Abstract: An important aspect of daily activity occurs in cyberspace, where individuals access
numerous online platforms and benefit from the various services offered. The amount of online
content is growing exponentially, and at the same time, it has increased the possibility that users
face illegal and harmful content on different online platforms. Relevant organizations and gov-
erning bodies indicate that individual reports of illegal and harmful content have increased every
year. This shows the inadequacy of actions by online platforms in tackling illegal and harmful on-
line content and the need to change from a self-regulation approach to a more strict governmen-
tal regulatory approach. This paper provides an overview of online content regulation applied
within the European Union, Germany and the United Kingdom and through a comparative anal-
ysis of these acts, similarities and differences are identified.
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1. INTRODUCTION

Cyberspace ecosystem consists of many online platforms that offer a multitude of services. Ac-
cording to the International Telecommunication Union (2023), approximately 67% of the world’s
population or 5.4 billion people, are connected to the Internet. Especially in Europe, this percent-
age reaches 91% of the population. As a result, online content is increasing every minute, and in-
ternet users interact with new content at every moment. Based on information gathered by Lo-
caliQ (Marino, 2023), in an internet minute in 2023, 66,000 photos and videos are shared on In-
stagram, 350,000 tweets are sent in X, 625 million videos are watched on TikTok and 6.3 mil-
lion searches are done in Google. So, user-generated content constitutes a significant component
of online content.

But, unfortunately, a lot of illegal and harmful content is placed on the internet and makes more
and more people vulnerable to accessing or being accessed by this content, especially children.
Almost 80% of people aged between 15 and 24 use the Internet (International Telecommunica-
tion Union, 2023). According to Internet Watch Foundation (IWF, 2023), 375,230 reports were as-
sessed in 2022, which marks a 4% increase from 2021. The environment hosting illegal and harm-
ful content has become highly varied. Beyond websites as the earliest traditional way, illegal and
harmful content is created and hosted in different online platforms such as social networks, vid-
eo-sharing platforms, search engines, online marketplaces, discussion forums, etc. At the same
time, the range of illegal content has become wider, including not only copyright infringement,
online child sexual abuse, but also terrorist content, hate speech, disinformation, etc.

Therefore, online content regulation is very crucial to protect individuals from illegal content and
harm. This is actually not something new, but the approach to regulating online content has changed.
In this context, there is a wide-ranging global debate about whether and how illegal or harmful on-
line content should be addressed through regulation (Ofcom, 2018; Price & Verhulst, 2000).

In the beginning of platforms, self-regulation has been seen as the best solution, but now recent
figures have shown that government bodies’ intervention or regulation is required in order to es-
tablish a common approach to the responsibilities of online providers to deal with illegal and
harmful online content. The current “platform governance” status quo is rapidly moving away
from an industry self-regulatory model and towards increased government intervention (Helberg-
er et al,, 2018, 2021). Recent publications emphasize the transition from self-regulation governed
by platforms to co-regulation and the expanded application of automated moderation systems (Su-
zor, 2021; Kettemann, 2020; Gorwa, 2022). Although such systems represent positive progress
in tackling illegal and harmful content, several studies also point to the risks of over-blocking,
over-removal, and bias in algorithmic decision-making, thus highlighting concerns about proce-
dural fairness, transparency and user rights (Kaye, 2021; Mac Sithigh & O’Dell, 2021).

For centuries, activists have struggled with the question of how and when governments should im-
plement restrictions on free speech to safeguard individuals from content that may lead to harm
(Bickert, 2020). This option is acknowledged as potentially the most invasive regulatory option,
so its impact on individual freedoms has to be considered (Parti & Marin, 2013).

Regardless of the fact that there is a somewhat unified practice of what is considered illegal con-
tent, countries around the world have diverse interpretations of illegal online content and differ-
ent models for regulating this content (Mifsud Bonnici & de vey Mestdagh, 2005). This paper pro-
vides an overview of different online content regulations applied in the European Union (EU), the
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United Kingdom (UK), and Germany. By conducting a comparative analysis of these regulations,
this paper aims to identify the strengths and weaknesses of each approach.

This paper is organized as follows. The methodology of this paper is described in Section 2. The
third section of the paper explores EU regulation on tackling illegal online content. The next sec-
tion examines Germany’s approach on addressing illegal online content. The fifth section inves-
tigates how the United Kingdom regulates online content. In the following section, a comparative
analysis of those regulations is undertaken. This analysis produces significant conclusions and
findings for this paper in the last section.

2. METHODOLOGY

The authors perform a comparative analysis of regulatory frameworks addressing the issue of on-
line content regulation in order to achieve the aim of this paper. The primary sources of data in-
clude the EU Digital Services Act, the German Network Enforcement Act and the UK Online
Safety Act. Although there are other regulations on tackling illegal and harmful content, the re-
search focuses only on the above 3 acts as they constitute the main jurisdictions based on their
great impact on content regulation and the different approaches they offer within the European
context, thereby providing a basis for their comparison, which is particularly relevant for coun-
tries like Albania aiming to align with EU digital policy frameworks. In order to highlight simi-
larities and, especially, differences between these diverse jurisdictions’ approaches towards on-
line content regulation, the following research questions are identified:

RQI. Which types of online platforms are regulated?
RQ?2. Do these regulations define and categorize illegal online content?

RQ3. What obligations are imposed on online providers to enhance their accountability in con-
tent regulation?

3. EU REGULATION ON TACKLING ILLEGAL ONLINE CONTENT

EU Regulation 2022/2065 on a Single Market for Digital Services, known as the Digital Services
Act (DSA), establishes a significant framework affecting European users who generate and dis-
seminate online content as well as technology companies who serve as intermediaries on the in-
ternet. By amending the Directive 2000/31/EC on Electronic Commerce (E-Commerce Direc-
tive), DSA sets out the baseline regime applicable to all categories of intermediary services of-
fered to recipients of the service that are located in the Union, irrespective of where the providers
of those intermediary services have their place of establishment. Entry into force by 17 February
2024, the main goal of the DSA is to create a safer and more accountable digital space in which the
fundamental rights of all users of digital services are protected (European Union, 2022).

It is important to mention that despite updating the EU E-Commerce Directive, DSA does not af-
fect the application of this Directive, which continues to remain in force.

3.1. Categorization of Intermediary Service Providers (ISPs)

An important aspect related to illegal or harmful online content is the definition of the liabilities
of the information society service providers, known as intermediary service providers (ISPs). The
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DSA regulates the liability regime of ISPs. Based on this regulation, we have 3 (three) types of
ISPs, whose liabilities are set out below:

Mere Conduit ISPs

Article 4 of the Digital Services Act, which explain “mere conduit”, defines that if the service pro-
vided by the ISP consists of the transmission in a communication network of information provid-
ed by a recipient of the service, or the provision of access to a communication network, the ISP is
not liable for the information transmitted or accessed when it: (European Union, 2022)

. does not initiate the transmission;

. does not select the receiver of the transmission;
. does not select or modify the information contained in the transmission.
Caching ISPs

Article 5 of the Digital Services Act that defines “caching”, stipulates that if the service provid-
ed by the ISP consists of automatic, intermediate and temporary storage of information, in order
to make the onward transmission of the information to the recipients of the service more efficient,
the ISP is not liable on condition that: (European Union, 2022)

. does not modify the information;

. complies with conditions on access to the information;

. complies with rules regarding the updating of the information, specified in a manner widely
recognized and used by industry;

. does not interfere with the lawful use of technology, widely recognized and used by indus-
try, to obtain data on the use of the information;

. acts expeditiously to remove or to disable access to the stored information when informa-

tion at the initial source has been removed or access has been disabled or when a judicial or
an administrative authority has ordered such removal or disablement.

Hosting ISPs

As defined by Article 6 of the Digital Services Act, hosting ISPs offer the service of the storage

of information provided by a recipient of the service. The service provider is not liable for the in-

formation stored by service recipients when it: (European Union, 2022)

. does not have actual knowledge of illegal activity or illegal content;

. upon obtaining such knowledge or awareness, acts expeditiously to remove or to disable
access to the illegal content.

So, the regulation gives explicit provisions on the conditions and circumstances under which the
ISP will be responsible for user-generated content.

The E-Commerce Directive, also known as the safe harbour framework for internet intermedi-
aries, has been a core pillar of internet regulation for the last two decades. Since 2000, when the
Directive was adopted, the online services environment has been changed with the introduction
of search engines, social media platforms, video-sharing platforms, the rise of mobile and cloud
computing, etc. So Article 14 of the E-Commerce Directive applies to a greater number of ser-
vices than was thought in 2000 (Van Hoboken et al., 2018). As a result, the Digital Services Act,
compared to the Directive, brings a new categorization for the largest platforms, by introduc-
ing the terms of Very Large Online Platforms (VLOPs) and Very Large Online Search Engines
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(VLOSES). These are online platforms and online search engines that have a number of average
monthly active users in the EU equal to or higher than 45 million. They are subject to stricter ad-
ditional obligations based on their size and important role in the digital environment. The Europe-
an Commission is the responsible entity to designate a platform as a VLOP or a search engine as
a VLOSE based on user numbers provided by platforms and search engines by 17 February 2023.
As of now, platforms such as AliExpress, Amazon Store, App Store, Pornhub, Booking.com,
Google Play, Google Maps, Google Shopping, YouTube, LinkedIn, Facebook, Instagram, Pinter-
est, Snapchat, Stripchat, TikTok, X, Wikipedia, XVideos, and Zalando are categorized as Very
Large Online Platforms (VLOPs). Additionally, Google Search and Bing have been designated as
Very Large Online Search Engines (VLOSEs).

3.2. Obligations for Online Providers

The Digital Services Act (DSA) sets out a complete set of obligations on online providers to in-
crease their transparency, security and accountability in the digital space. In the table below, the
main obligations are listed and properly assigned to various categories of online providers. The
DSA includes four major categories of online providers: intermediary services, hosting services,
online platforms and very large online platforms and search engines. It is important to mention
that in our analysis, other obligations specified in the DSA, which are not closely related to the is-
sue of tackling illegal and harmful internet content, are excluded.

As shown in the table 1, online platforms, especially very large online platforms and very large
online search engines, have the largest number of liabilities to be addressed and to be compliant

with the DSA requirements. This proves their essential impact in the online ecosystem.

Table 1. A Taxonomy of regulatory obligations based on different types of online platforms

Oblizations Intermediary Hosting Online VLOPs/
& services services platforms VLOSEs
Act against illegal content upon the receipt of < < " N

an order

Inform the recipient of the service affected
regarding the reasons for removal and the x x X X
possibilities for redress that exist

Provide specific information about one or more
specific individual recipients of the service x x x x
upon the receipt of an order

Designate a single point of contact for

i X X X X
authorities
Establish a single point of contact for users of
. X X X X
the service
Apply policies, measures and tools used for < x " N
content moderation
Publish at least once a year, clear reports
X X X X

regarding content moderation performed

Put mechanisms in place to allow any individual
or entity to notify them regarding potentially x x x
illegal content on their service

Provide a clear and specific statement of
reasons to any affected recipients of the

. X X X
service for any restrictions related to illegal
content
Inform the authorities of its suspicions of x " N

criminal offences
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Provide users with access to an internal

complaint-handling system X x
Inform recipients of the service about

the possibility of an out-of-court dispute x x
settlement

Give priority and process notices submitted by . N

trusted flaggers

Suspend for a reasonable period of time the
provision of their services to recipients that X x
frequently provide manifestly illegal content

Put in place appropriate measures to ensure

. : ) . . x x
the online protection of minors on their service
Conduct a risk assessment related to the
dissemination of illegal content through their x
services
Maintain a crisis response mechanism x

Be subject, at their own expense and at least
once a year, to independent audits

Establish a compliance function to monitor
compliance with the DSA

Be charged annually a supervisory fee for each
service

Source: Own processing

4. GERMANY’S APPROACH TO ADDRESSING ILLEGAL ONLINE CONTENT

Germany has adopted one of the most robust state—level regulatory frameworks regarding ille-
gal online content, with a particular emphasis on combating hate speech. The German Network
Enforcement Act (NetzDG) was adopted in June 2017 and entered into force on 1 October 2017.

4.1. Scope of the NetzDG

This act applies to all social networks that enable users to share any content with other users or to
make such content available to the public, if the social network has more than two million regis-
tered users in the Federal Republic of Germany (Germany, 2017). This means that social networks
or platforms that have fewer than two million registered users are outside the scope of this act.
Also, online platforms intended for journalistic and editorial content and online platforms intend-
ed for the dissemination of specific content, such as online gaming platforms, professional social
networks and online sales platforms, are exempt from the obligations of this act. In order to de-
termine which illegal content is covered by this law, the NetzDG refers to 22 offences of the Ger-
man Criminal Code, which include child sexual exploitation and abuse material, xenophobic, rac-
ist and other types of hate speech, terrorist content, content infringing intellectual property rights
and online disinformation (De Streel et al., 2020).

4.2. Responsibilities of Online Platforms

With regard to reporting illegal online content, online platforms must ensure an effective and
transparent procedure for handling complaints about unlawful content that needs to be easily rec-
ognisable, directly accessible and permanently available for users. After receiving the complaint,
the online platform checks whether the content is illegal or not and whether blocking or remov-
al procedures will be applied. The online platform has 7 (seven) days to remove or block access
to the illegal content. This time limit is reduced to 24 hours in case of manifestly illegal content,
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unless there is an agreement between the online platform and the competent law enforcement au-
thority on a longer period for blocking or removal.

Another important obligation in this act is that the online platform must notify the complainant
and the author of the content about its decision, while also providing them with the reasons on
which this decision is based. In the case of removal, the online platform is obliged to retain the
content as evidence and store it for this purpose for a period of ten weeks.

Online platforms are also obliged to appoint a representative in Germany to deal with requests or
notices for information. Another special provision included in the act is that online platforms that
receive more than 100 complaints per year about illegal content are obliged to produce reports
every 6 (six) months on the handling of complaints regarding illegal content on their platforms.

4.3. Concerns Related to Freedom of Expression

Supporters see the act as a necessary tool in order to reduce or stop hate speech online and ex-
tremism. On the other hand, critics view it as a German “Censorship Law”, in the sense that forc-
ing social media platforms to block or remove illegal content may sometimes result in a viola-
tion of free speech on these platforms. First, they argue that the law may lead to over-blocking as
the sanctions are asymmetric; the online platforms are fined if they maintain illegal content, but
not when they remove accidentally legal content (De Streel et al., 2020). Second, the main fear
is that social media platforms might remove more content than necessary in order to avoid being
fined (Heldt, 2019). Third, the NetzDG provides few mechanisms for the author of allegedly il-
legal content to complain, although the act imposes an obligation on online platforms to inform
them regarding the decision. There are many reasons to criticise the NetzDG, but what it does,
in the end, is increase intermediary liability for not reacting to user notices concerning unlawful
content (Heldt, 2019).

5. REGULATING ONLINE CONTENT IN THE UNITED KINGDOM

In the UK, the Online Safety Bill establishes a new regulatory framework to tackle illegal and
harmful online content. The Bill received Royal Assent on 26 October 2023 and is now known as
the Online Safety Act. The Act defines that illegal content means any content consisting of cer-
tain words, images, speech or sounds that amounts to a relevant offence (terrorism offence, child
sexual exploitation and abuse offence, offence that is specified in regulations made by the Secre-
tary of State and offence of which the victim or intended victim is an individual). Also, it defines
harmful content as the nature of the content where there is a material risk of the content having, or
indirectly having, a significant adverse physical or psychological impact on a human of ordinary
sensibilities (United Kingdom, 2023).

5.1. Categories of Regulated Online Services

This Act applies to providers of regulated services that have a significant number of users in the

UK or that are capable of being used by individuals in the UK, more specifically:

. user-to-user services, which are services that allow users to generate, upload or share
user-generated content or interact with other users, for example, social media services,
video-sharing services, private messaging services, online marketplaces, dating services,
review services, file and audio sharing services, discussion forums, information-sharing
services and gaming services.

64



Balkan JETS (2025) 1: 58-68

. search services, which are services that allow users to search particular content on the in-
ternet.

. video-sharing platforms, which are online services that allow users to upload and share
videos with other people.

. services with pornographic content, which include online services that publish or display

certain pornographic content in the form of videos, audio or images.

Services deemed to have a low risk of harm to users, or that are otherwise regulated, including
emails, SMS and MMS messages, comments and reviews on provider content, one-to-one live au-
dio communications, paid-for advertisements, and news publisher content, are exempt from the
obligations.

5.2. Liabilities for Providers of Online Services
The Online Safety Act defines a set of obligations and duties to be met by regulated content pro-

viders to protect users from illegal and harmful online content. According to the Act, online plat-
forms or providers need to take care of the following duties: (United Kingdom, 2023)

. to carry out an illegal content risk assessment and to keep it up to date;

. to minimise the presence and dissemination of priority illegal content;

. to minimise the length of time for which priority illegal content is present;

. where the provider is alerted by a person to the presence of any illegal content, or becomes
aware of it in any other way, swiftly takes down such content;

. to produce an annual report regarding the handling of complaints about illegal and harmful
online content on their platforms;

. to specify in the terms of the service how individuals are to be protected from illegal con-

tent. Those terms of service need to be clear, accessible and applied consistently.

Beyond the duties defined above, the Act puts particular duties for services likely to be accessed
by children. They need to:

. prevent children of any age from encountering, by means of the service, primary priority
content that is harmful to children;
. protect children in age groups judged to be at risk of harm from other content that is harm-

ful to children.

6. Comparison of the EU Digital Services Act, Germany’s NetzDG,
and the UK Online Safety Act

These online content regulations are generally similar to each other as they impose strong obliga-
tions and duties on online platforms that are under their scope. The table below provides a com-
parative analysis of these three significant legislative acts based on several key criteria.

In terms of scope, the German NetzDG applies to a narrower range of online platforms compared
to the other two regulations. By restricting to social networks only, this act excludes sales plat-
forms and messenger services. In contrast, both the EU Digital Services Act and the UK Online
Safety Act include these types of online services. The EU DSA and the UK OSA apply to a broad-
er and almost identical range of online platforms. Another notable difference is that the German
NetzDG and the EU DSA categorise online platforms based on the number of users in the terri-
tory where each regulation is applied, whereas the UK OSA does not have explicit categorisation
criteria related to the number of users.
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Table 2. Comparative Overview: EU Digital Services Act, German Network Enforcement Act,
and the UK Online Safety Act

Criteria

Categories of online
platforms

Definition and Type
of lllegal content
Obligations

Reaction time

Penalties for
non-compliance

EU
Digital Services Act

e intermediary services

e hosting services

e online platforms

e very large online
platforms/very large
online search engines

Any information that, in itself
orin relation to an activity, is
not in compliance with Union
law or the law of any Member
State which is in compliance
with Union law

No categorisation of its types

e Content moderation/
removal

e Terms and conditions

e Provide information
about specific users
Designation of a single
point of contact for
authorities/users

e Transparency reporting
obligations

e Mechanisms for users
to notify about illegal
content

e Statement of reasons

e Internal complaint-
handling system/out-of-
court dispute settlement

e Trusted Flaggers

e Suspension of users from
service

e Protection of minors

e Risk Assessment

¢ Independent audits

e Compliance function

No specific time frames
defined

Up to 6% of the provider’s
annual worldwide turnover

Germany
NetzDG

Social networks with more
than 2 million registered
users in Germany

No definition of what
constitutes illegal content,
and no categorisation of its
types

e Content removal

e Terms and conditions

e Provide information
about specific users

e Designation of a
representative in
Germany
Transparency reporting
obligations

e Establishment of an
effective procedure for
reporting illegal content.

e Statement of reasons

e Complaint management
system

e Storage of removed
content as evidence for
ten weeks

e Removal of manifestly
illegal content within 24
hours.

e Removal of illegal content
within seven days.

Up to €50 million

UK
Online Safety Act

e user-to-user services

e search services

e video-sharing platforms

e services with
pornographic content

Any content consisting

of certain words, images,

speech or sounds that

amounts to a relevant

offence (terrorism offence,

child sexual exploitation and

abuse offence, offence that is

specified in regulations made

by the Secretary of State and

offence of which the victim

or intended victim is an

individual)

e Content moderation/
removal

e Relevant Terms of Service
/Terms of Use

e Provide information
about specific users

e Transparency reporting
obligations

e Mechanisms for users
to notify about illegal/
harmful content

e Transparent decision-
making over actions
taken in response to
reports of harms

e Effective internal
complaint mechanisms.

e Suspension of users from
service

e Protection of children

e Risk Assessment

e Audits

e User Identity Verification

No specific time frames
defined

Up to £18 million or 10% of
a provider’s annual global
revenue, whichever is highest

Source: Own processing

Regarding the definition and types of illegal content, the UK OSA provides in-depth specifi-
cations for defining what constitutes illegal content and its various types. On the other hand,
the EU DSA and the German NetzDG lack clear in-text provisions for defining illegal content
types. However, different categories of illegal content in the EU are regulated by other laws.
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Additionally, the German NetzDG refers to the German Criminal Code for the categorization of
illegal content and offenses. Another important difference to note is that the UK OSA is the only
regulation that directly addresses harmful content.

As for the liabilities imposed on online platforms, the EU DSA and the UK OSA contain a broad-
er and more rigorous set of obligations compared to the German NetzDG. An important distinc-
tion has to do with the approach to how these acts regulate illegal content. Both the EU DSA and
the UK OSA mandate content moderation and removal, whereas the NetzDG only refers to the re-
moval process and does not require any content moderation activity. Furthermore, the UK OSA
requires platforms to proactively monitor and moderate all content to identify illegal and harm-
ful content. Meanwhile, the EU DSA does not have a general obligation for providers to monitor
content, as it operates based on a “notice and action” mechanism. In contrast to the EU DSA, the
German NetzDG and the UK OSA do not provide redress rights for ordinary users, nor do they
contain procedures to escalate complaints through out-of-court or in-court resolutions. While
both the EU DSA and the UK OSA emphasise child protection, the UK’s OSA imposes a wider
range of strict obligations related to measures for minors. It is also important to mention that the
EU DSA uniquely implements a system of trusted flaggers, which are entities recognised for their
particular expertise in detecting, identifying, and reporting illegal content.

Regarding reaction time, the German NetzDG has specific time frames defined, requiring the re-
moval of illegal and harmful content within seven days and 24 hours in the case of manifestly il-
legal content. On the other hand, the EU DSA and the UK OSA do not have specific time frames
and are limited to using terms such as ‘swiftly’ or ‘promptly’ related to illegal content removal,
without defining what these terms precisely involve in terms of exact hours or days.

7. CONCLUSION

Online content regulation has gained high importance as reports of illegal and harmful content
have increased. Deregulation and self-regulation proved insufficient and ineffective in addressing
the various concerns of users, organizations, and authorities. Consequently, regulations imple-
mented and enforced by governmental bodies have been seen as crucial in reshaping online safe-
ty, which is threatened by new types and forms of illegal content.

This paper examined three key regulations: the EU Digital Services Act, the German Network
Enforcement Act, and the UK Online Safety Act. These acts jointly address the issue of illegal
content and establish a clear regime of obligations for online platforms. Regardless of their com-
mon goal, they each have unique characteristics and differ from one another.

The EU Digital Services Act establishes a common approach across Member States by regulat-
ing a wide range of online platforms. The UK Online Safety Act is the only regulation that focus-
es on harmful content, particularly concerning children. While the EU Digital Services Act pro-
poses a more reactive approach, the UK Online Safety Act imposes a more proactively approach.
The German Network Enforcement Act places emphasis on content removal as it mainly targets
hate speech on social networks.

These regulations have triggered concerns about their possible negative implications for the free-
dom of expression on online platforms. Therefore, it is imperative that content regulation process-
es must be transparent, trustworthy and reasonable to guarantee the right balance between online
safety and free speech.
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